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Remote-Control
Crimes

By Peter M. Asaro

Roboethics and his article considers some of the potential legal implications of teleop-
M erated robotic systems for enabling action at a distance or tele-agency.
Lega/ Jurisdictions In particular, it considers issues that may confront law enforcement

as well as issues of legal jurisdiction when tele-agency extends across
the traditional physical boundaries of legal jurisdiction.

The legal approach is one of the approaches for the issues faced by
roboethics. A consideration of ethics in robotics using the tools offered by
the practice of law has been made elsewhere [1]-[3] and has
focused on product liability and robots as legal agents. The
difficulties of applying the law to some of the possible
activities involving new robotic capabilities that
may arise in the near future are considered.

One new capability, in particular, is that
robotic systems also pose one of the great-
est threats of social disruption. This new
capability has, however, been largely over-
looked by the rather small literature on
roboethics, namely, the ability of robotic
systems to support action at a distance,
known as fele-agency. This capability
has serious implications for both law
enforcement and legal jurisdiction,
though tele-agency has received more
attention in the art world (e.g., [4], [5])
to date than it has in discussions of robot
ethics and law. This essay seeks to correct
this by considering some of the legal issues
that might arise as teleoperated robots pro-
liferate and spread into consumer markets,
international trade, and hacker communities.

of Tele-Agency

Telecrimes and Law Enforcement Issues
Simply put, teleoperated and remotely controlled
systems allow the legally responsible actor(s) in control
of the system to be spatially (and, in the case of preprog-
rammed systems, temporally) distant from the effects of their actions,
without requiring the support of human accomplices. This has several serious
Digital ObjectIdentifier 10.1109/\MRA. 2010540154 consequences for law enforcement because of the perpetrator’s reduced bodily
Date of publication: 14 April 2011 risk, the risk of being arrested in the conduct of a crime, and the difficulties
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involved in correctly identifying the responsible individuals.
These are clearly matters of law enforcement—identitying,
apprehending, and convicting the perpetrator of a crime—
and do not atfect whether or not the perpetrators are guilty of
a crime. However, the ability to more easily commit crimes
while reducing the risks of facing punishment is certainly a
threat to justice and the public good.

While, in theory, there is little legal difference between
robbing a bank at gunpoint and using an armed robot
to rob a bank, there are significant practical ditferences.
Most obviously, there is a significant difference in the bodily
risks assumed by an armed robber and someone con-
trolling an armed robot remotely, which has implications for
the use of armed police and security guards as a deterrent to
such crimes. Viewed another way, this could have a signifi-
cant impact on the ability of police and security forces to
intervene and stop such crime, especially if they are unable
to physically subdue the robotic system. On the other hand,
law enforcement could use force against the robot without
the same restraint that would be called for if a human body
were at risk (even the body of a suspected criminal).

The use of such a remote-robbing robot also requires
the police to do additional work to correctly identify and
locate the perpetrator of the robbery. If the current state of
the art of cybercrimes is a good indication, it will likely be
quite difficult to track down the perpetrator of such a
crime when their control path has been routed through a
series of networks and servers intentionally designed to
obscure the identity and location of the criminal. Teleoper-
ation implies the real-time control of a robot from a physical
distance. We can, however, also consider a preprogrammed
robot as a kind of teleoperation in which the programmer/
controller is temporally removed from the actions of the
robot, though is still the responsible agent. Again, there are
precedents for treating programs as a form of criminal
behavior, as is done in the creation and use of illegal viruses
and botnets.

Robotic technologies might not prove to be a source for
a massive remote-control crime wave, however. Some rea-
sons for this are that, first, in material-property theft, the
stolen property must be recovered at some point, and thus
the police could track and follow the robot until the perpe-
trators attempt to retrieve the property. Telerobotic theft is
quite unlike cybertheft in this regard, as stolen information
can be quickly and easily transferred through the network,
while stolen material objects cannot. Second, initially such
robotic technologies will be expensive and thus would be
unlikely to be used in petty crimes where the value of the
stolen goods is less than the cost of losing the robot. Third,
like other cybercrimes, these tele-agency crimes might
leave data trails that could be used to identify perpetrators,
and videofeeds and control commands might actually be
recorded by authorities in ways that could be used in
courts to prove the guilt of perpetrators. While it is already
possible to commit complex cybercrimes, robotic technol-
ogies will extend the range of these crimes into the

embodied material world, including bodily violations and
violent crimes such as assault, rape, and murder.

Tele-Agency Across Jurisdictions

Complex legal questions may also arise when the perpetra-
tor controlling the system and the robot being controlled
are in different legal jurisdictions. Certain interjurisdic-
tional or multijurisdictional actions are already handled by
the law in various ways. Examples include using other
human agents to conduct a crime, such as in conspiracy or
being an accomplice to a crime, though these tend to carry
lesser penalties than the actual commission of the crime. In
the United States, a crime (e.g., a fraud) that involves actions
in two or more different states within the country can result
in the matter being settled by the federal court system
rather than in the state courts. Prosecutors may also seek
convictions for crimes in each state jurisdiction separately,
depending on the case and cooperation between state and
federal prosecutors. In these cases, there are often similar sets
of laws that apply in each jurisdiction, and sometimes one set
overrides, such as federal law having precedence over state,
provincial, or local laws. More controversial are cases in
which there are subtle differences in the definitions of what
constitutes the crime in question or when different penalties
may apply, depending on

the court and jurisdic-
tion in which the trial is

held. For example, a first- These systems present a
degree murder in some g
U.S. states carries a death L Capablhtv for

penalty, but not in others,
and so it can matter
a great deal where the
crime is committed and
tried. Indeed, the rules
of extradition in some

committing violent crimes
at great distances that did

not exist before.

jurisdictions, as in many @
countries in Europe, are
such that they will not allow the extradition of a suspect for
trial in another country in which they might face the death
penalty. More generally, extradition requires an interna-
tional treaty agreement, which usually stipulates that the
charges be serious enough to warrant returning an individ-
ual, such that many petty crimes committed using robots
might not warrant extradition.

The more problematic cases involve activities that are
legal in one place but illegal in another. A good example of
this is gambling. In most states, gambling is illegal, or at
least tightly regulated by the state. With the advent of the
Internet, however, it became possible to engage in gambling
activities online. The legal question then arose as to where
the gambling is taking place. If the gambler and the
computer server running the gambling program are both
in a jurisdiction where gambling is legal and the activity is
properly licensed, then the activity is legal. But is it still
legal when the player is in a jurisdiction where it is not
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legal to gamble but the server is? What if two gamblers are
betting in the same poker game, but one is in a jurisdiction
where it is legal and the other is not? Is one engaged in an
illegal activity but the other not, even though they are play-
ing the same game? What if the players are in a legal
gambling jurisdiction but the server is not, or the network
passes gambling-related data traffic through computers in
a jurisdiction where it is illegal? While we could propose
simple and consistent legal interpretations, e.g., that what

matters is where the
o gamblers are, it does not

mean that the courts are
necessarily free to apply
them. They must also
weigh issues of public inter-
est, legal precedent, and
often, the decisions of
other courts, or even the
treaties and legal bodies
that constitute interna-
tional law.

The issue of tele-agency
and gambling has, in fact,
been addressed explicitly,
not by a court exactly, but
by the dispute-resolving
mechanisms of the World

A promising legal

concept that might serve to
prevent the use of robotic
technologies to exploit
local différences in legal
standards is the
universality principle or

universal jurisdiction.

®  Trade Organization (WTO).

The WTO is a multiparty
international treaty organization whose rules and decisions
are binding upon member nations. In 2003, the small island
nation of Antigua petitioned the WTO against the United
States for their enforcement of antigambling laws on gam-
blers within the United States who logged in to computer
servers in Antigua to engage in gambling [6], [7]. Antigua
argued that the actions of the United States in enforcing
those laws hurt their ability to engage freely in trade with a
market of gamblers in the United States. As the servers were
in Antigua, they argued that the gambling was in Antigua,
and the United States was engaged in protectionism by
denying those players the opportunity to engage in free
trade with legal businesses in Antigua. The United States
argued that permitting players in the United States to gam-
ble online undermined their ability to use the law to enforce
a public moral interest and to maintain social control within
its borders. In 2005, the WTO ruled in favor of Antigua.

In accepting this argument, the WTO effectively legal-
ized online gambling in all WTO member nations, pro-
vided that gamblers used computer servers located in a
jurisdiction that is a member of the WTO and in which
gambling was legal. The effective modifier here is signifi-
cant, because the WTO is not really a court, and a WTO
member nation could still choose to enforce their antigam-
bling laws, though they would be subject to WTO penalties
and fines for protectionism, or they could withdraw from
the WTO altogether, It is also important to note that the

70 * |EEERCBOTICS & AUTOMATION MAGAZINE « MARCH2011

basis of this decision is not simply that online gambling is
legal, because the servers are in Antigua where gambling is
legal. This is unlike other precedents in international law
for two important reasons. First, because the WTO does
not have legal authority beyond its member nations, and
thus, its legal decisions do not carry the weight of prece-
dent that, e.g., the decisions of the International Criminal
Court would. Second, because the WTO only has authority
over international trade, future use of this decision as a
precedent would only be applicable in other cases involv-
ing free trade and protectionism among member nations.

That said, we can envision a variety of possible scenar-
ios in which an online activity involved the use of teleoper-
ated robotics and was a matter of free trade. That is, where
the activity involved would be illegal if it were engaged in
locally, but a commercial industry might exist in which
people were willing to pay for the opportunity to circum-
vent local laws through remote teleoperation and thus the
WTO decision would apply as a precedent. For example,
in 2004, a Texas entrepreneur launched a Web site (www.
live-shot.com) that, for a fee, allowed users to log in, aim,
and fire a real gun at real targets. His ultimate plan was to
provide live animals for a teleoperated hunting business,
claiming that this would serve a market of physically
impaired hunting enthusiasts who could not go cut into
the woods themselves [8], [9]. The business and Web site
are now defunct, because 11 states including Texas passed
laws making online hunting illegal by requiring the hunter
to be physically present when hunting,

Interestingly, the Texas law prohibits anyone hunting with a
robot within the boundaries of the state but would not
necessarily apply to hunters in Texas going online to, e.g.,
hunt big game in Africa with a robot. If the laws were writ-
ten so as to prohibit the act of online hunting itself then
the online gambling precedent would apply. If the hunting
range was set up in Antigua, for instance, and represented
a legal and profitable business interest in Antigua, laws
prohibiting online hunting in Texas would be unenforce-
able due to the WTO ruling.

It is worth noting that the morally abhorrent nature of
the activity in the gambling case was not sufficient to jus-
tify enforcing the local laws over promoting free interna-
tional trade [6], though perhaps some activities could
reach a level of abhorrence that this would no longer be
true. The animal hunting case would not seem to rise to
such a level. But we could imagine jurisdictions that either
lacked certain legal prohibitions or decided to permit cer-
tain activities to generate trade revenue by attracting cus-
tomers wanting to engage in teleoperated activities, precisely
because they are illegal or prohibited in the locales where
their online customers reside. Because of this, the commer-
cially successful activities are likely to descend toward the
questionable and prurient end of the moral spectrum,
including sexual acts, violent acts toward animals and
humans, or human degradation and torture. This raises a
disturbing set of questions: What if there was a jurisdiction



willing to sell the opportunity to execute people who have
been sentenced to death? or which allowed humans to con-
sent to risking their own lives in mortal combat with tele-
operated robots? And, as human slavery remains marginally
legal in a handful of countries, would the consent of slave
owners be sufficient to decriminalize physical violence up to
death against a slave by a robot operator in another country
in which such slavery and violence is criminal? In a global-
ized economy that has already seen banks and multinational
corporations establish offices or incorporate in jurisdictions
that offer them the greatest protection from taxes or other
legal liabilities or restrictions, we should not be surprised
when certain locales seek to enrich themselves by becoming
safe havens supporting the circumvention of other estab-
lished legal jurisdictions. Should robotic crimes fall through
similar jurisdictional cracks as online gambling and offshore
tax havens, we might well see the emergence of some sort of
robot safe-havens.

Beyond the economic and trade aspects, there are criti-
cal issues of interjurisdictional enforcement as well. Even if
it were acknowledged that an illegal act was committed in
jurisdiction A, using a robot being controlled by a clearly
identified person in jurisdiction B, it is not clear that courts
in jurisdiction B would necessarily be able to prosecute the
offender, Jurisdiction A would first need the person to be
arrested and extradited from jurisdiction B to prosecute
them, but not all countries have extradition treaties with
each other, and, even where there are treaties, not all crimes
warrant arrest or extradition.

A promising legal concept that might serve to prevent the
use of robotic technologies to exploit local differences in legal
standards, or circumvent prosecution due to jurisdictional
gaps, is the universality principle or universal jurisdiction [10].
It was famously used by Spanish courts to arrest and charge
Augusto Pinochet for crimes he committed as the dictator of
Chile, though he never stood trial. However, the justification
for applying the principle of universal jurisdiction is that the
crimes committed are so heinous that they are crimes against
all of humanity, and thus, all courts have the authority to
prosecute suspected offenders. It is doubtful that most specific
cases involving robots would rise to the level of crimes against
humanity. It is also doubtful that Spanish courts (or the Bel-
glan courts that also assert universal jurisdiction) would have
an interest in prosecuting tele-agency crimes around the
world or have the resources to do so. We might instead imag-
ine that certain specialized courts could be constituted and
supported by international treaty organizations, such as the
United Nations, or by perhaps expanding the scope of crimes
considered by the International Criminal Court. But such a
development would likely arise in the face of public outcry in
multiple countries at the inability of existing legal structures
to reign in a growing number of such crimes.

Conclusions
In summary, the development and use of teleoperated
robotic systems will continue to present new difficulties for

the enforcement of local and international laws. These sys-
tems present a new capability for committing violent crimes
at great distances that did not exist before. Moreover, the
ability of tele-agency to separate actors from their actions
will further enable the exploitation of inconsistencies
between the legal standards of different jurisdictions. These
legal issues are likely to be exacerbated by recent develop-
ments in international trade and globalization. There are
some counterweights to these rather bleak possibilities how-
ever. First, robots only provide a margin of anonymity to
their controller and not complete anonymity. Second, there
are fundamental asymmetries in tele-agency, such that
information can be transmitted in both directions, but
material entities and properties are stuck on the effector end
of the robotic system. Finally, the jurisdiction issues could
be addressed by international courts or universal jurisdic-
tion, but the establishment of such courts is unlikely, and
most cases of telerobotic crimes will fail to rise to the current
high standards set for universal jurisdiction.
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